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Abstract: This paper proposes resolve an Editor’s note for Sol#11 to enable support of multiple media types multiplexed in one RTP session for a QUIC connection.
1. Discussion
This paper proposes resolve the following Editor’s note to enable support of multiple media types multiplexed in one RTP session for a QUIC connection for Sol#11: RTP over QUIC based Encrypted Traffic Detection, Identification, and QoS flows mapping.
Editor's note: It FFS whether and how to support multiple media types multiplexed in one RTP session for a QUIC connection. Each media type would require different QoS requirements.

The principles of this proposal are based on the following two IETF RFCs.
- IETF RFC 8860: "Multiple media types within one RTP stream" [X].
· Use of SSRC (32 bits) in RTP header to distinguish RTP streams
· The RTP session used for the original streams can include multiple RTP streams, and those RTP streams can use multiple media types. 
· Within an RTP session where multiple media types have been configured for use, an SSRC can only send one type of media during its lifetime (i.e., it can switch between different audio codecs, since those are both the same type of media, but it cannot switch between audio and video). 
- IETF RFC 8108: "Sending Multiple RTP Streams in a Single RTP Session" [Y].
· Define a flow identifier to distinguish multiple RTP flows, RTCP flows, and non-RTP flows that are carried on the same QUIC connection. 
2. Proposal
It is proposed to capture the following changes vs. TR 23.700-70.
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Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	x
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
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[bookmark: _Toc157745620]6.11	Solution #11: RTP over QUIC based Encrypted Traffic Detection, Identification, and QoS flows mapping
[bookmark: _Toc157745621]6.11.1	Key Issue mapping
This solution addresses Key Issue #2: "Support PDU Set information identification for end-to-end encrypted XRM traffic", and Key Issue #4: Traffic detection and QoS flow mapping for multiplexed data flows.
[bookmark: _Toc157745622]6.11.2	Description
[bookmark: _Toc157745567]6.11.2.1	Introduction
This solution is proposed to enable the support of PDU Set related handling for end-to-end encrypted traffic using RTP over QUIC (RoQ) [8]. RTP over QUIC allows RTP packets to be encapsulated within QUIC packets via QUIC streams and datagrams to transport real-time data within a QUIC connection for a specific IP flow (represented by IP 5-tuple).
As shown in Figure 6.11.2-1, the RTP over QUIC uses nest encapsulation that encapsulates RTP packets in QUIC payload. The necessary PDU Set Information contained in the RTP Extension header in [1, X20] is encrypted and become undetectable by the 5G network for traffic detection and PDU Set identification. The UDP Option in [21] is a suitable tool to provide in-band metadata for the encrypted QUIC packet with encapsulated RTP packets.


Figure 6.11.2-1. IP packet with nest encapsulation for RTP over QUIC and UDP Option
6.11.2.2	RTP session with one media type traffic
For RTP session with one media type traffic, as shown in Figure 6.11.2-1, different RTP sessions can be transmitted using different QUIC connections or using different QUIC streams within one QUIC connection.
The principles of the solution are as follows:
-	One QUIC packet can encapsulate one or more RTP packets that share the same QUIC connection and RTP session properties, e.g. media frame type (I/P/B type), QUIC connection and QUIC stream, PDU Set, Data burst, PDU Set Importance, fragmented media frames (of the same type).
-	Different QUIC streams which are synchronous can be used to transmit RTP packets with different media frame type.
-	The metadata that contains necessary RTP session information includes:
-	Correlation ID: a fixed length hash value generated by the application, which is used to associate the QUIC Connection ID that may be changed throughout the lifetime of the QUIC connection.
-	Stream ID: Stream ID or a mapped value of Stream ID contained in the QUIC header of the QUIC packet.
-	Priority of the QUIC stream based on the media properties, e.g. media types, media frame types.
-	Timestamp: to provide time instance information of the last encapsulated RTP packet. RTP header extension element for the RTP packet already can carry the timestamp of the media frame. This information can help in band delay measurement.
-	QUIC packet information: includes information of RTP extension header in [20] for the last RTP packet and the following:
-	Number of RTP packets in the QUIC packet: can be used by the NG-RAN to calculate the dropping rate of the RTP packets if dropping an QUIC packet.
NOTE:	The Correlation ID and Stream ID can be generated based on one or more components of the traffic descriptions: IP flows (each is represented by an IP 5-tuple), QUIC connections, and QUIC streams, e.g. to be associated to a specific QoS requirement of an QoS flow.
-	The AF sends AF request message including QoS requirement and assistance information for the media traffic to the NEF/PCF including:
-	QoS requirement contains PDU Set based QoS parameters.
-	Traffic description includes IP 5-tuple.
-	Additional traffic description that is included in the metadata:
-	Transport Connection Correlation ID.
-	Transport Connection Associated Stream ID(s).
-	Protocol Description: indicate the real-time transport layer protocol applied for the encapsulation layer for user plane traffic over N6 [20].
-	Additional Transport layer Protocol Description: indicate transport layer protocol that encapsulates upper layer packets, including: QUIC over UDP, UDP-Option.
-	PDU Set Handling List of Stream ID(s) that require PDU Set Handling within the QUIC connection.
6.11.2.3	RTP session with multiplexed multiple media types traffic
Editor's note:	It FFS whether and how to support multiple media types multiplexed in one RTP session for a QUIC connection. Each media type would require different QoS requirements.For RTP session with multiplexed multiple media types traffic, each media type traffic can be transmitted using different QUIC streams within one QUIC connection.
The principles of the solution are as follows:
· The RTP session used for the original streams can include multiple RTP streams, and those RTP streams can use multiple media types. Within an RTP session where multiple media types have been configured for use, an SSRC can only send one type of media during its lifetime (i.e., it can switch between different audio codecs, since those are both the same type of media, but it cannot switch between audio and video) [X], [Y].
· RTP packets with different media types in one RTP session are transmitted via different QUIC streams within one QUIC connection, in which each QUIC stream is corresponding to different media type traffic multiplexed in one RTP session. That is, one RTP stream with a specific media type within one RTP session is mapped to one QUIC stream within one QUIC connection.
· QoS requirement: for different media types, the QoS requirements of a media traffic is associated to the QUIC stream that carries a RTP stream within a RTP Session in the QUIC connection.
· The application uses SSRC information in RTP packet header to differentiate media type of a RTP stream within a RTP session (with a specific flow identifier, FID) and then use different QUIC stream for different media type of the RTP stream in the RTP session.
· Metadata for identifying a RTP stream within a QUIC connection:
· Correlation ID: a fixed length hash value generated by the application, which is used to associate the QUIC Connection ID that may be changed throughout the lifetime of the QUIC connection. 
· Media Stream ID: unique within a QUIC Connection to identify a QUIC stream that encapsulates “RTP stream” with a specific media type in a QUIC connection, which can be set based on QUIC Stream ID within the associated QUIC Connection, as contained in the QUIC header of the QUIC packet or based on SSRC, as contained in the RTP header of the RTP packet encapsulated in the QUIC packet or based on a fixed length random number, e.g. using a hash function, generated by the application.
· The AF sends AF request message including QoS requirement and assistance information for the media traffic to the NEF/PCF including:
· QoS requirement for the QUIC connection (based on IP 5-tuple)
· Additional QoS requirements for the media traffics within a QUIC connection including QoS requirements and corresponding QoS correlation ID for associating additional traffic description.
· Traffic description includes IP 5-tuple.
· Additional traffic description includes QoS Correlation ID, Transport Connection Correlation ID included in the metadata, and Transport Connection Associated Stream ID included in the metadata.
· Protocol Description indicates RTP/SRTP with RTP extension header defined in TS26.522 [20] for the applicable QUIC connection and QUIC stream. This IE indicates the real-time transport layer protocol applied for the encapsulation layer for user plane traffic over N6 [5].
· PDU Set Handling List of Stream ID(s) that require PDU Set Handling within the QUIC connection. This information indicates to the PCF/SMF/UDF for the need for PDU Set handling. Some QUIC streams that carry control signaling does not need PDU Set handling. 
· Additional Transport layer Protocol Description: indicate transport layer protocol that encapsulates upper layer packets, including: QUIC over UDP, UDP-Option, RTP. The UPF can use this information to perform corresponding traffic detection, PDU Set information identification.
6.11.2.4	Support for UL direction
Editor's note:	It FFS whether and how to also support for UL direction.

[bookmark: _Toc157745623]6.11.3	Procedures
[bookmark: _Toc104883128][bookmark: _Toc113426282][bookmark: _Toc117496707][bookmark: _Toc157745624]6.11.3.1	PDU Set based QoS handling for RTP over QUIC based encrypted traffic


Figure 6.11.3.1-1: Procedure for PDU Set based QoS handling for RTP over QUIC-based encrypted traffic
The process includes the following steps:
-	Step0: PDU Session Establishment procedure (defined in clause 4.3.2.2.1 of TS 23.502 [3]) are performed. A network slice type for XR service can be used for such a PDU Session.
-	Step1, AF->NEF/PCF: the AF sends AF request, e.g Nnef_AFsessionWithQoS_Create request as defined in clause 4.15.6.6 of TS 23.502, to the 5GC via NEF/PCF to provide PDU Set based QoS requirement of the End-to-end encrypted media traffic and assistant information for traffic detection, PDU Set identification and marking on the End-to-end encrypted media traffic.
[bookmark: MCCTEMPBM_00000027]	The AF provided information can be used in determining PCC Rules by the PCF as defined in clause 6.1.3.27.4 of TS 23.503 [4] and for identifying the PDU Set information from the End-to-end encrypted media traffic by the PSA UPF.
-	Step2, PCF->SMF: based on assistance information and PDU Set based QoS requirement from the AF directly or via NEF, the PCF determines that PDU Set based QoS Handling is to be performed for End-to-End encrypted traffics from a service data flow or one or more media streams within a service data flow forof an application, the PCF determines the PDU Set QoS Parameters based on information provided by AF and/or local configuration to generates PCC rule(s), containing the PDU Set QoS parameters and assistance information for the media traffic from a service data flow or one or more media streams within a service data flow. In step 2b, the PCF sends PCC rules to the SMF.
-	Step3, SMF: According to the PCC rules from PCF, the SMF performs QoS flow mapping to map a service data flow to a QoS flow or map one or multiple specific media streams within a service data flow to one or multiple QoS flows, determines a QoS Profile for the QoS Flow, and determines N4 rules including QoS Enforcement Rule with PDU Set based QoS parameters and Packet Detection Rule with assistance information included in Packet Detection Information. Alternatively, the SMF may be configured to support PDU Set QoS handling without receiving PCC rules from a PCF.
-	Step 3a: the SMF sends the N4 rules including QER and PDR with Packet Detection Information for a service data flow or one or more media streams within a service data flow to the PSA UPF.
-	Step 3b: the SMF sends the QoS profiles and QoS rules containing in the NAS message to the NG-RAN via AMF.
-	Step 3c: the SMF sends the QoS rules in a NAS message to the UE via AMF and NG-RAN.
-	Step4, AS/AF: the application encapsulates RTP packets in QUIC packets and transmits the QUIC packet with UDP option containing metadata within a QUIC connection containing one or more QUIC streams over N6 interface to PSA UPF.
-	Step5, UPF: When receiving IP packets from Application server over N6, the PSA UPF performs traffic detection based on configured PDR received in step 3a and PDU Set Identification based on the metadata included in the UDP-Option and the assistance information for the media traffic of a service data flow or one or more media streams within a service data flow received from the SMF.
-	Step 5a: based on the PDR with assistance information configured by the SMF via N4 session in step 3b and the metadata included in the UDP-Option from an IP packet over N6 interface, the PSA UPF can identify a PDU that belongs to a specific PDU Set and performs PDU Set based QoS handling according to QER included in N4 rule.
-	Step 5b: UPF->NG-RAN over N3: the PSA UPF marks the identified PDU with PDU Set Information in GTP-U header to provide PDU Set Information to the NG-RAN.
-	Step6, NG-RAN: Based on the PDU Set Information in GTP-U header, RAN performs PDU Set based QoS handling, and maps the QoS flow to one or more DRB.
-	Step 6a: the NG-RAN transmits DRBs over NR-Uu to the UE.
-	Step 6b: the UE maps the received DRBs to the QoS flows based on QoS rules and then forward Downlink packet to XRM application.
[bookmark: _Toc157745625]6.11.4	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
* * * *End change * * * *


3GPP
SA WG2 TD

image1.emf
 


oleObject1.bin
[image: image1.png]IP header

UDP header UDP Payload
QUIC stream  QUIC packet
auic
el QUIC payload
RTP | RTP packal RTP packel
packet() | (1) N

UDP Option

RTP session

RTP packets







image2.emf
SMF

PSA UPF UE

PCF/NEF

2b. SM Policy Association Establishment/Modification (PCC rules)

NG-RAN

AF/AS

0. Step 1-6 in PDU Session Establishment Procedure

1. AF sends AF request with required QoS requirements and 

assistance info for traffic detection and PDU Set Identification

3b. SMF provides QoS profile to NG-RAN in PDU Session 

Establishment/Modification Procedure 

3a. SMF configures UPF with PDR including 

assistance info and QER via N4 message

3c. SMF provisions QoS rules in a NAS message to UE via AMF and NG-RAN in

PDU Session Establishment/Modification Procedure 

DL Packets from AS over N6

5. UPF performs traffic detection, 

PDU Set Identification, PDU 

marking over GTP-U header with 

PDU Set Info, and QoS 

enforcement 

5b. DL Packets over N3

6. NG-RAN performs PDU Set 

based QoS handling and QoS 

flow mapping to DRB(s)

6a. DRB(s)  over NR Uu

6b. UE maps the DRB(s) to 

the QoS flow(s) and forwards 

DL Packets to XRM app

4.AS operation for 

XRM media traffic 

delivery over 5G 

network

3. SMF determines to enable 

PDU Set based handling 

based on PCC rules

2. PCF determines PDU Set QoS parameters and 

generate PCC rules


Microsoft_Visio_Drawing5.vsdx
SMF
PSA UPF
UE
PCF/NEF
2b. SM Policy Association Establishment/Modification (PCC rules)
NG-RAN
AF/AS
0. Step 1-6 in PDU Session Establishment Procedure
1. AF sends AF request with required QoS requirements and assistance info for traffic detection and PDU Set Identification
3b. SMF provides QoS profile to NG-RAN in PDU Session Establishment/Modification Procedure
3a. SMF configures UPF with PDR including assistance info and QER via N4 message
3c. SMF provisions QoS rules in a NAS message to UE via AMF and NG-RAN in
PDU Session Establishment/Modification Procedure
DL Packets from AS over N6
5. UPF performs traffic detection, PDU Set Identification, PDU marking over GTP-U header with PDU Set Info, and QoS enforcement
5b. DL Packets over N3
6. NG-RAN performs PDU Set based QoS handling and QoS flow mapping to DRB(s)
6a. DRB(s)  over NR Uu
6b. UE maps the DRB(s) to the QoS flow(s) and forwards DL Packets to XRM app
4.AS operation for XRM media traffic delivery over 5G network
3. SMF determines to enable PDU Set based handling based on PCC rules
2. PCF determines PDU Set QoS parameters and generate PCC rules



